


Cyber Crime
Cyber-crime refers to criminal 
activities carried out by means of 
computers or the internet. This form 
of criminal activity is on the rise, with 
many hackers paying particular
attention to the
legal sector. 
Many firms have
left themselves
vulnerable to
these cyber 
threats due to 
lack of awareness on the topic, 
providing hackers with a prime 
opportunity to encrypt or expose 
their customer data.

Many law firms believe that they are 
too small or obscure to warrant the 
attention of professional hackers. 
However, as the legal sector deals 
with vast amounts of sensitive data 
on a daily basis they tend to be ideal 
targets for cyber-attacks.

Losing this data or exposing sensitive 
or confidential information may be 
the most frightening thing to happen 
to a law firm, and we have seen it 
happen a number of times over the   
past few months with many law firms 

“As the legal sector deals 
with vast amounts of sensitive 

data on a daily basis they 
tend to be ideal targets for 

cyber-attacks”

IT security is the combination of hardware and software protection from
theft or damage to data. It also involves the education and alertness of all 
members of staff to the latest scams. 

In the past, when the word ‘security’ was mentioned in relation to IT, people 
often thought of firewalls, passwords and anti-virus software. Today, many 
other things spring to mind, including identity theft and banking fraud. There 
are many components that are critical in providing a strong and successful 
security solution, and end-users play a large role in that overall solution 
because education is one of those key ingredients.

What is IT Security

falling victim to 
Ransomware. 

There is no total                          
solution to this 
ever evolving 
problem, 

however, through awareness, there 
are ways to prevent your firm from 
falling victim to these cyber security 
threats. 



Breach of Confidentiality
This arises where there is a data security breach, which can come from a 
variety of deliberate or inadvertent circumstances. For example, a company 
laptop or mobile device left in a taxi.

Theft
Phishing emails, hacking of bank 
accounts and cloning of sites are
all risks of cyber theft faced by firms 
today. Solicitors who heavily rely
on paper files are also at a risk of
theft as the security of paper-based systems is quite limited. Paper files can 
be easily lost, stolen and cannot be encrypted.

Denial of Service
Denial of service attacks, a malicious attempt to make a server or a network 
resource unavailable to its users, typically targeted at web servers, usually by 
temporarily interrupting or suspending the services of a host (any computer 
that has full two-way access to other computers on the Internet).

Scams and Attacks
These have become the most frequent form of cyber-crime in recent months, 
with attacks like Ransomware becoming a
growing concern for the legal sector.

Employee Awareness 
Employee training and awareness is 
essential to ensure that your firm is 
prevented from falling victim to 
cyber-crime. We have found that in 
89% of Ransomware cases, employees
inadvertently enabled the attack. This 
could have been prevented through 
providing cyber security awareness 
training to all members of staff ensuring 
that they are educated and alert to the 
latest threats.

Types of Cyber Risks

IT security is not a matter 
solely for the IT department. 
The entire organisation must 

be aware and educated 
about the risks involved with 

cyber security



Ransomware
Ransomware is a new and particularly 
dangerous form of virus that is a 
growing concern for the legal sector. 
The term covers a variety of viruses that 
encrypt data and demand a ransom for a 
de-cryption key. The ransom is typically 
payable in Bitcoin which is worldwide, 
untraceable and can be converted back 
to cash by it recipient. Unfortunately, 
though, even if
the ransom is 
paid; you have
no guarantee 
that you will be 
provided with 
the key.

Here at eXpd8 
we have seen the
Ransomware virus
infect computers and networks from a 
variety of sources. We have seen com- 
puters and networks infected through 
normal web usage and in one instance 
through deliberate infection of a server.

In all the instances of eXpd8 clients being 
infected with Ransomware, none have lost 
more than a few hours’ worth of work. 
How is this? All Windows based servers 
had Shadow Copies enabled. These take 
automatic local backup copies of files or 
volumes. Shadow Copies are often the 
fastest and easiest ways to re-vert files 
and folders to a previous state. Sometimes 
however, if a crypto virus infects a server 
rather than a PC, the virus can disable and 
delete shadow copies.

Servers should also be backed up on and 
off site. We recommend and implement 
NAS (Networked Attached Storage) based 
on-site backup. In the event of shadow 
copies being unavailable a local backup  
   from the night  
   before is the  
   next best  
   solution. 
   Again however 
   if a server is 
   infected local  
   backups may  
   also be
   unusable.

Unless PC backups are also taking place 
on a regular basis all important data 
should be stored on a server where it is 
backed up and not on a local machine. 
When a crypto virus infects a computer 
the local drives and folders are usually
the first to be encrypted. Because of 
these backup systems, in all cases we 
were able to pinpoint a time before the 
infection and restore our client’s systems 
to that point. Little or no information was 
lost, and most importantly, no ransom 
was paid. In fact, most of our client’s 
employees were unaware that any of this 
happened until well after everything was 
over.

Critical information should also 
be backed up off site. This may 
not be the first or second port of 

call in the event of a
Crypto-Virus infection but in the 

event that shadow copies or
local backups are unavailable 

they can be crucial.



Tips on how to improve 
the cyber security of your firm

Your client’s data, your 
business data and more are all 

just a password away.
Your firm should implement a 

password policy that ensures staff 
adhere to the guidelines outlined.

Anti-Virus
Anti-Virus Software is essential for 
every computer in the office. You 
must ensure that you have AV,
Anti-Spyware, Firewall and internet 
security installed and automatically 
updating on all PC’s. Without it you
leave yourself open to the potential destruction of data on your system.

Make sure to purchase your AV from a Microsoft certified reseller such as eXpd8. 
There are many off the shelf packages available that are often intended as personal 
programs for use on one PC, and are not suitable for business purposes.

Passwords
Passwords are the first line of defense against a cyber-attack. Once a hacker can 
retrieve or crack a password then they may gain access to emails, or even personal 
accounts, leaving you vulnerable to identity theft or fraud.

•    Use phrases to help create strong, yet easy to remember passwords. For 
      example, 1L0v3w0rk!!
•    NEVER use the same password for all applications/sites etc.
•    NEVER respond to emails requesting you to reset or re-enter your password.
•    If someone needs access to your email or data while you are on leave, your IT  
      company can provide them with rights to your mailbox.
•    Change your passwords at least every 3 months.
•    NEVER allow anyone use your password.
•    If you think your password has 
      been compromised change 
      it immediately by clicking 
      CTRL+ALT+Del and selecting
      ‘change password’.

Awareness and Education 
Awareness and understanding is a vital
part of protection from cyber-crime. It is 
very important for all members of staff to
be aware and educated on the risks of cyber 
security and the latest scams, to ensure that 
the firm is protected from cyber-attacks.



Internet Use
The solution to a safe and secure inter-
net experience involves a mixture of 
both technical and end-user controls. 

• Do not surf websites that are not
appropriate within the office, doing
so may leave you vulnerable to risks of
Spyware infection.

• Look for the lock icon on address bar
• NEVER open a link that is sent in an

email from someone you don’t know.
• Be sure that the site you are visiting is

the genuine site and not a fake one.
• Do not install or use any file-sharing

or ‘peer-to-peer’ application on the
off network (uTorrent etc.). These may
contain Spyware and/or Trojans which
could compromise your system.

Social Engineering
The manipulation of a person to achieve 
some level of unauthorised access. This 
tactic relies on the trusting nature of 
people that want to help others.

• Ask yourself whether responding to an
unsolicited email could result in a
potential system compromise.

• Ask for information that would
establish the identity of the person.

• Never respond to any spam or
unwanted emails that say ‘to
be removed from this list click
HERE’, doing so will only worsen
the amount of spam received.

• Never provide any personal
information to someone
initiating contact with you.

• Always ask for a call-back
number, managers name and
title etc. if you receive requests
for information by phone or
email.

Laptops and Tablets
There are some risks involved with regards to 

cyber security for mobile devices.
• Always hide devices when not in use.
• Alway lock or log off when leaving.
• Ensure to update AV regularly.
• Never connect to the office internal 

network.
• Run a personal firewall on all devices. 

Emails
Always be certain of an email source 
before opening an attachment. If in 
doubt, contact the sender to verify its 
authenticity.

NEVER send a password in an email. If 
you absolutely must send a password     
do NOT send it with the user account       
name. Send it as a follow-up email 
without the subject line referencing what 
password it is for.

Desktop Computers
PC’s and MAC’s are susceptible to similar vul-
nerabilities that end users can control.

• Do NOT leave written passwords lying
around.

• Never insert media (USB drive) that has
not been scanned by AV software.

• Never install applications that have not
been authorised.

• Always use the designated network drive(s)
available to you to stored data that should
be backed up. Not your Local C Drive.



In short, no. Unless you can disconnect your computers and 
servers completely from the internet and lock them in a safe to 
which nobody has the key (not the most practical of solutions). 

Computers and networks will always be vulnerable to a 
greater or lesser extent. However it is possible to reduce the 
risk of becoming infected by moving to the eXpd8 Cloud.

Is there a solution to this problem?

 The eXpd8 cloud can help legal firms stay 
ahead of the curve. Through our experi-
ence and expertise, we can help protect 
you and your firm against cyber threats 
and make sure that you are prepared for 
the unexpected.

Losing valuable data or exposing sensitive 
or confidential information may be the 
most frightening thing that can happen 
to a law firm. Once customer trust is lost, 
bouncing back from that kind of disaster 
may prove costly and difficult, if not 
impossible. eXpd8 with solutions from 
Microsoft, can help you and your firm to 
avoid these threats and help you to 
safeguard your practice.

Move to a more secure 
environment

Enterprise level data security 
for small legal firms

24/7 access to your 
 data on the go

Data protection in 
line with EU regulations

Moving to the eXpd8 cloud 
can provide you with:

Take control:
Train your staff today. 

eXpd8 offers cyber security 
awareness training sessions to 

your staff in your office. 
This training qualifies for CPD 
points. Contact us today for 

more information. 




