A GUIDE TO GDPR
PREPARING FOR MAY 2018
This guide will help you understand what is involved with GDPR, the key changes that are
outlined by the regulation and will provide you with some recommended steps that you can
take to help ensure that you and your organization are GDPR ready.
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A GUIDE TO GDPR
PREPARING FOR MAY 2018
The General Data Protection Regulations (GDPR) is due to come into force on 25th of May 2018. This
act will have a significant impact on anyone dealing with EU resident client or employee data, and you
must be compliant by this date. So, how prepared are you? Have you read the regulations? Do you
understand them? Do you know what to do?
eXpd8 and FitzGerald Solicitors have put together this guide to help you understand what is involved
with the GDPR, the key changes implemented by the regulation and the recommended steps that you
can take to help ensure that you and your organisation are GDPR-ready.
GDPR applies to EVERY organisation and it is imperative that you prepare for this act now in order to
avoid the severe sanctions associated with non-compliance.

ABOUT eXpd8:
eXpd8, based in Swords was established in 1986 to provide comprehensive IT solutions and software
to small and medium-sized law firms in Ireland. The company has grown to a team of 24 and all have a
wealth of industry experience and expertise in providing the complete range of IT solutions including
case management software, accounts software, digital dictation, VoIP, transcription services, online
backup, hardware sales and network support.
eXpd8 is one of only 6 Microsoft Gold Partners for Small & Midmarket Cloud Solutions in Ireland

ABOUT NOEL DOHERTY
Noel Doherty is a partner in Fitzgerald’s Solicitors based in Cork. He has a thriving practice in the areas
of data protection law, employment law, child and family law, child protection, and charity governance.
Noel has designed and delivered training on various topics for the Law Society Law School, University
College Cork, the Cork Family Lawyers Association, Disability Federation of Ireland, Health Service
Executive, Child and Family Agency (Tulsa) and multiple commercial, charitable and voluntary
organisations.
Noel is also a regular contributor to local and national radio programmes on topical legal issues.
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WHAT IS THE
GDPR?

“The General Data
Protection
Regulation (GDPR)
is a regulation by

The General Data Protection Regulation was adopted on May 27th,

which the European

2016. It will come into force on May 25th, 2018 and will replace the

Parliament, the

Data Protection Directive (DPD). The Regulation aims to empower data
subjects in the European Union by giving them control over the
processing of their personal data. The regulation promises the biggest
shake-up to EU privacy laws for 20-years.
The terms regulation and directive are often used interchangeably, but
they are very different. A directive is implemented and enforced by

Council of the
European Union and
the European
Commission intend
to strengthen and

individual countries but regulations become law without change when

unify data

they are passed. The current EU data protection directive resembles a

protection for all

patchwork of slightly different laws across Europe but the new

individuals within

regulation will be implemented in all 28 countries uniformly.

the European Union
(EU)”.

25TH MAY
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CURRENT OBLIGATIONS
As per the Data Protection Acts 1988 and 2003, there are currently 8 key rules that you must oblige to if
you keep information on digitally or physically about individuals. These rules include:

1. Obtain and process the information fairly
If your organisation wishes to keep personal information about people on computer, then you must
collect the information fairly, and that data collected must be processed fairly.

2. Keep data only for one or more specified and lawful purposes
If such data controllers keep or use personal data for any purpose other than the specified purpose,
they may be guilty of an offence.

3. Process data only if compatible with the purpose for which it was given
If you obtain personal information for a specific purpose, you may not use the data for any other
purpose, and may not disclose the data to a third party, except in ways that are "compatible" with
the specified purpose.

4. Ensure data is kept safe and secure
High standards of security are essential for all personal information. Both controllers and processors
must meet the requirements to keep data secure.

5. Keep data accurate and up-to-date
You must ensure that the personal information you keep is both accurate and up-to-date.

6. Ensure that the data kept is adequate, relevant and not excessive
The personal data you keep should be enough to enable you to achieve your purpose and no more.

7. Retain data no longer than is necessary
If there is no good reason for retaining personal information, then that information should be
routinely deleted.

8. Provide individuals with their personal data if requested
On making a written request, an individual whom you keep personal information on is entitled to a
copy of the data, a description of the purpose for which it is held, a description of those to whom the
data may be disclosed and the source of the data unless contrary to public interest.
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The provisions outlined above are legally binding on every data controller and failure to observe them
would be a breach of the act.
Many of the main concepts and principles of GDPR are much the same as those in our current Data
Protection Acts, so if you are compliant under current law, then much of your approach should remain
valid under the GDPR. However, GDPR does introduce new elements and significant enhancements
which will require significant consideration by all organisations involved in processing personal data.
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KEY AREAS OF THE GDPR

Wider Scope

Processors

Privacy Notices

Consent &
Children

Data Subject
Rights

Accountability

Breach
Notifications

Fines &
Sanctions

Transfers Outside
the Union
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WIDER SCOPE

CHECKLIST

One of the key objectives of the GDPR was to create a “level playing

██ Establish if your

field” for businesses established inside and outside of the EU.
GDPR marks a significant expansion of the territorial scope of the EU

business falls within the
scope of GDPR.

data protection law. It applies to controllers established both within and
outside the EU that offer goods and services to individuals within the
EU or those who monitor the behaviours of such EU citizens.

Non-EU businesses and the GDPR
Offering goods and services

██ Establish an internal
team to put action steps in
place to avoid being subject
to the regulation.

A business’s intention is a key factor indicating whether a non-EU
business is offering goods and services to EU data subjects.

██ If your business is

The availability of a business’s website to EU data subjects is not

established outside the EU

sufficient enough to establish an intention to offer. However, the

but falls within the scope of

following factors are an indication that a business offers goods or
services to individuals in the union and thus they are subject to the
regulation:
•

Language: if the website is in a language that is not relevant to

the regulation, identify and
appoint a representative in
the Union.

customers in the businesses home jurisdiction (e.g. the use of
German by a US website).
•

Currency: the use of a currency of a member state that is not
generally used in the business home jurisdiction (e.g. the use of
pounds or euros).

•

Domain name: the use of a top-level domain of a member state
(e.g. the use of .co.uk or .ie).

•

Delivery to the Union: physical goods are delivered to an EU
member state.

•

Reference to citizens: if a website promotes the use of a good
or service by an individual in a member state (e.g. a US website
talks about the use of their product or service by an Irish
customer. This can include case studies, testimonials, etc.)

•

Customer base: A large proportion of business customers are
based within the EU member states.
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•

Targeted advertising: A business specifically targets individuals in an EU member state (e.g.
paying for an advertisement on a local radio station, geographically targeting EU member states
through digital platforms etc.)

Monitoring behaviour
A business that tracks individuals located within the EU on the internet will constitute monitoring and
therefore are subject to the GDPR.
Methods that constitute “internet tracking” include but are not limited to, the use of cookie profiling and
IP address tracking.
Appointment of a representative
Businesses that are subject to GDPR must appoint a representative. The representative appointed
must be based in a member state in which the relevant individuals are based.

Level of Change: Moderate

Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation

The territorial reach of the Data Protection

The GDPR will extend the territorial real of

Directive includes data controllers

EU data privacy laws significantly in

established outside the EEA who use

comparison to the Directive. It includes data

equipment located in the EEA.

controllers or processors established
outside the EU processing personal data in

EU jurisprudence deems this to include
servers, employees, representatives as well
as traditional forms of equipment.

relation to:
1. The offering of goods or services to
individuals within EU member states.
2. Monitoring the behaviour of
individuals within EU member states.
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PROCESSORS

CHECKLIST
██ Update your current

Under GDPR, data processors have increased direct obligations. It
outlines numerous processes for collecting personal data, identifying
sensitive data within databases, risk management assessments,
monitoring data access, handling requests from individuals and

contract templates to include
the new data processor
obligations as set out by the

responding to data breaches. GDPR also requires organisations to
document the personal data held, why you hold it, how you obtained it,
where it came from and who its shared with.

Processor obligations enforced by GDPR
Under the Data Protection Directive, processors were largely exempt
from regulations, the regulatory burden fell solely on the data controller.
However, under the GDPR data processors and data controllers will be

GDPR.

██ Renegotiate your existing
contracts to include these
obligations.
██ If you act as a processor,

jointly liable when they are responsible for damage caused by their
processing. The following are the obligations placed on processors by
the GDPR:

consider the implications of
becoming directly subject to

•

To appoint a representative when not established in the EU.

the regulation. What liability

•

To ensure certain minimum provisions in the contract with data

are you willing to accept?

controllers.
•

What can be passed back to

To not appoint sub-processors without the specific or general
authorisation of the controller and to ensure that there is a

clients and customers?

contract with the appointed sub-processor.
•

To only process personal data on the instructions of the
controller unless required to process for other purposes by
Union or Member State Law, but not foreign law.

•

To keep a record of processing carried out on behalf of a
controller.

•

To co-operate with the supervisory authorities.

•

To implement appropriate security measures.

•

To notify the controller on becoming aware of a personal data
breach without undue delay.

•

To appoint a data protection officer if necessary.

•

To comply with the rules on transfers of personal
data outside of the Union.
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GDPR requirements for data processor contracts
The GDPR, similar to the Directive, requires that whenever processing is carried out on behalf of a
controller by a 3rd party (processor), those parties must enter into a written contract. The new regulation
greatly expands the contractual obligations placed on processors. These obligations include:
•

The contract must outline a description of:
o

Scope, nature and purpose of processing the data.

o

Duration of the processing

o

Types of personal data and categories of data subjects.

•

The processor must only process on documented consent of the controller.

•

The processor must ensure that all those processing personal data are under a confidentiality
obligation whether contractual or statutory.

•

The process must ensure that all personal data is secure. This includes pseudonymising and
encrypting person data as necessary.

•

The processor may only use a sub-processer with the consent of a controller. This consent can be
specific or general, however where general, the processors must notify changes to controllers and
provide them with the opportunity to object.

•

The processor must ensure that obligations are passed down to any sub-processor. The processor
remains responsible for any processing by the sub-processor.

•

The processor must assist the controller in responding to request from individuals whom exercise
their rights to access, rectify, erase or object to the processing of their personal data.

•

The processors must assist the controls is ensuing compliance with the GDPR regulations in
relation to security and data breach notifications.

•

The processor must delete or return personal data at the end of the agreement, unless storage is
required by EU/member state law.

•

The processor must demonstrate compliance and contribute to audits by the controller and inform
the controller if its instructions infringe data protection law.

Level of Change: High
10
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Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation

Under the Directive, a controller must only

The GDPR greatly expands the contractual

appoint a processor under a binding written

obligations placed on processor (outline

agreement which states that a processor:

above).

o

Must only act on the controller’s
instructions.

o

Must ensure the security of personal
data that is processed.
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PRIVACY NOTICES

CHECKLIST

The GDPR increases the amount of information that you must provide

██ Review all privacy

individuals with when collecting their personal data to ensure that
processing activities are fair and transparent. It is important to review

notices and ensure

and revise your privacy notices to meet the increased information rights

compliance with additional

of individuals as outlined by the GDPR.

requirements as set out by

A privacy notice must be supplied to individuals at the time they provide

the GDPR

their personal data. If the personal data is obtained from or disclosed to
a third party, a notice must be provided to an individual within a

██ Identify the most

reasonable time after obtaining or disclosing the data. These notices

effective way to inform

must be:
•

Concise, transparent, intelligible and easily accessible.

•

Written in clear and plain language.

•

Free of charge.

individuals of your data
processing activities.

Required information in privacy notices as
outlined by GDPR
•

Your identity, contact details and details of your representative
(if relevant).

•

Contact detail of the businesses data protection officer (where
applicable).

•

The purpose, or purposes for which the information will be
processed.

•

Where legitimate interest is pursued, details of those interests.

•

The recipients or categories of recipients of the personal data
processed.

•

Details of any intended transfers outside the Union

•

The period for which the data will be stored.

•

A list of the individual’s rights under the regulation, including the
right to object, withdraw consent, rectify or erase the processing
of their personal data.

•

Whether the provision of personal data is a statutory or
contractual requirement, or a requirement necessary to enter

12
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into a contract, as well as whether the data subject is obliged to provide the personal data and
of the possible consequences of failure to provide such data.
•

Details of any automated decision making used, including details of the logic used and potential
consequences for the individual.

•

The right to complain to a supervisory authority.

Level of Change: Moderate

Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation

The DPD provided nonbinding guidelines on

The GDPR provides a list of specific,

what to include in a privacy notice to data

additional information that must be

subjects.

provided to data subjects to ensure all
processing activities are transparent.
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CONSENT & CHILDREN
The GDPR imposes burdensome requirements on consent. Seeking

CHECKLIST
██ Refresh existing

consent will only be appropriate if the individual has a choice over the

consents now if they do not

matter. Businesses must be able to demonstrate that consent was

meet GDPR standards.

given by the individual to the processing of the personal data
The GDPR also outlines a higher standard when relying on a child’s

██ Put in place processes

consent – consent must be recorded and verifiable. GDPR also

to record and deal with

introduce special protection for children’s personal data, whereby you

withdrawal of consent.

may need a parents or guardians consent to process their personal
data.

██ If applicable, ensure the

Consent under the GDPR

appropriate parental

The GDPR describes consent as “any freely given, specific, informed

consent mechanisms are

and unambiguous indication of his or her wishes by which the data

implemented

subject, either by a statement or by a clear affirmative action, signifies
agreement to personal data relating to them being processed”. The

██ Ensure notices are

data controller must keep records proving that consent has been
provided by an individual. The control must also:
•

prepared in a child friendly
manner and that there is

Ensure that consent is outlined in a simple and accessible form
in clear and plain language.

legitimate interest for

•

Distinguishable from other matters.

obtaining personal data

•

Consist of affirmative action (silence does not indicate

from children.

affirmative action and the use of pre-ticked consent boxes is not
permitted under the GDPR)
•

If processing data for multiple purposes, individual consent must
be given for all purposes.

•

An individual must also be provided with the option to withdraw
their consent at any time and this should be easy to do so

If the above points are not present, consent is not valid under GDPR.
Where consent has been granted under the Data Protection Directive, it
will only be valid under the GDPR if it meets the requirements outlined
by the regulation, which in many cases due to the new and complex

14
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requirements will not be the case. Therefore, businesses must consider approaching their existing
customers or employees to obtain consent that is valid under the regulation.

Children and the GDPR
As previously mentioned, the GDPR outlines a handful of child-specific provisions, particularly in
relation to the grounds for processing their personal data and notices.
The regulation identifies children as “vulnerable individuals” and deserving of “specific protection”. The
default age of a child under the GDPR is 16, however member states are able to adjust the limit to
anywhere between 13 and 16.
The provisions outlined by the regulation include:
•

Privacy notices must be written in a clear and simple way to ensure that children are easily able
to understand them.

•

Profiling and automated decision making should not be applied to children.

•

The right to be forgotten applies strongly to children

•

Where online services are provided to a child and consent is relied on as the basis for the lawful
processing of their data, consent must be given or authorised by a person with parental
responsibility for the child.

Level of Change: High

Changes Introduced by GDPR
Data Protection Directive
NA

General Data Protection Regulation
For the first time, the GDPR will bring in
special protection for children’s personal
data.

15
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INCREASED INDIVIDUAL RIGHTS

CHECKLIST

One of the main aims of the GDPR is to provide individuals with

██ Assess what it will

enhanced rights and control over their personal data. These rights
include the right to be informed, the right to access, the right to have

mean for your business if

information erased, the right to object, the right to data portability and

an individual exercise

the right not to be subject to automated decision-making (including

these rights against you

profiling).

and asses how you would

Under the GDPR, it is the controller’s responsibility to inform and

react if someone requests

remind users of the rights. Controllers are also obliged to document
that fact that they have reminded these individuals of their rights.

to have their data deleted

Individual rights as outlined by GDPR

██ Discard personal data

1. Existing right - The right of access:

that is not being used.

Just as in the DPD, individuals can still make a subject access
request to obtain copies of their personal data. The GDPR makes
the following amendments to this right:
•

capture, record and act on

Businesses must respond to subject access requests free of
charge.

•

██ Set up a process to

You can refuse to respond to the request if it is manifestly
unfound or excessive.

those requests.
██ Develop template

•

Individuals must be able to make requests electronically.

responses to deal with

•

Businesses have one month to respond to a request.

customers who exercise

•

Data can be withheld if disclosure would “adversely affect
the rights and freedoms of others”.

any of the above rights.

2. Existing right - The right to object:
The GDPR reserves an individuals’ rights to object to direct
marketing. Once exercised by an individual you must stop sending
direct marketing to them and also stop processing their personal
data for such marketing activities. The regulation allows individuals
to object to the processing of their personal data; however, you do
not need to comply to this if processing is for:
•

Legal claims

•

Based on a compelling legitimate interest which overrides

© eXpd8 Ltd. 2017 This material is for general information only and is not intended to provide legal advice.
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the interests of the individual.

3. Existing right - The right to not be subject to automated decision making:
An individual can exercise their right to not be subject to a decision made automatically that
produce legal effects or significantly affect an individual. However, there are some exemptions to
this right, including:
•

When the decision is based on explicit consent from the individual, subject to suitable
safeguards, including a right to a human review of the decision

•

When the decision is necessary for a contract with the individual, subject to suitable
safeguards, including a right to a human review of the decision.

•

When the decision is authorised by a Union or member state law.

4. New right - The right to be forgotten:
The GDPR provides individuals with the right to request the deletion or removal of personal data
when there is no compelling reason for its continued processing. You do not need to comply to this
is the processing of the data is:
•

Necessary for rights of freedom of expression or information.

•

For compliance with legal obligations.

•

It is in public interest or carried out by an official authority

•

For archiving research

•

For legal claims.

5. New right - The right to restrict processing:
An individual has the right to block or suppress processing of personal data. When processing is
restricted, you are permitted to store the personal data, but not further process it.
6. New right -The right to data portability:
The right to data portability enhances individuals right to access. An individual has the right to get
personal data in a machine-readable format. Individuals also had the right to ask for their data to be
transferred directly from one controller to another.

Level of Change: Moderate
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Changes Introduced by GDPR
Data Protection Directive
Existing rights under the DPD:

General Data Protection Regulation
New rights under the GDPR:

o

The right to access.

o

The right to be forgotten

o

The right to object to direct

o

The right to restrict processing

marketing

o

The right to data portability

o

The right to not be subject to
automated decision making
including profiling
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ACCOUNTABILITY

CHECKLIST

Businesses must be able to demonstrate that they comply with the

██ Create and maintain a

obligations set out by the GDPR. This means a record of data
processing activities must be kept as it will need to be provided to a

record of the processing

supervisory authority upon request as proof of compliance.

you are carrying out.

If you carry out “high risk” processing, a privacy impact assessment

██ Include a privacy

must also be undertaken. High-risk processing includes:
•

Systematic and extensive processing activities including

impact assessment where
“high-risk” processing is

profiling that produces legal effects or that affects individuals
•

Large-scale, processing sensitive personal data on a large
scale

•

carried out.
██ Determine whether

Large-scale, systematic monitoring of a publicly accessible area
e.g. CCTV

An important aspect of accountability of GDPR is the appointment of a
Data Protection Officer. An obligation to appoint a DPO only applies if
you are a public authority or carry out intrusive processing. The data

you need to appoint a data
protection officer, and if so

develop a job specification
for the role and appoint

protection officer must be involved in all data protection issues and
cannot be dismissed or penalised for performing their role.

someone to that role.

Record keeping obligations
Information required from Controllers:
•

Name of Controller, contact details and where relevant, any joint
controller, representatives and data protection officers

•

Purpose of processing

•

Description of the Categories of data subjects and the
categories of personal data

•

Categories of recipients

•

Details of the transfer of personal data non-EU countries

•

Retention period for each category of personal data.

•

Description of security measures employed.

Information required from Processors:

19
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•

Name of Processor, contact details and where relevant, representatives and data protection
officers

•

Name and contact details of each controller you act for, including representatives and data
protection officers

•

Categories of processing carried out on behalf of each controller.

•

Details of the transfer of personal data non-EU countries

•

Description of security measures employed.

Data Privacy impact assessment (DPIA)
The GDPR will make the use of a DPIA mandatory that is likely to result in “high-risk” for individuals. A
DPIA must be documented and contain the following information:
•

Description of the processing, including purpose and legitimate interests pursued by the
controller.

•

Assessment of the necessity and proportionality of the processing.

•

Assessment of the risk to individuals

•

And mitigation measure implemented to address those risks.

The role of a data protection officer (DPO)
The responsibilities of a DPO include the following:
•

Informing and advising a business of their obligations under the GDPR

•

Monitor the compliance of the business with the GDPR, including the assignment of
responsibilities, awareness-raising, staff training and related audits.

•

Provide advice on DPIA

•

Act as a point of contact for and cooperating with the organisation's supervisory authority

It is important that the elected DPO has the knowledge, support, and authority to carry out their role
effectively.

Level of Change: High
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Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation

Under the DPD processors were largely

Under the GDPR data processors and data

exempt from accountability, the regulatory

controllers will be jointly liable when they

burden fell solely on the data controller.

are responsible for damage caused by their
processing.

21
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BREACH NOTIFICATIONS

CHECKLIST

A data breach is described by the regulation as “the accidental or

██ Develop an internal

unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data.

breach notification
procedure that is in line with

The GDPR outlines that controllers have a mandatory obligation to
report a data breach within 72 hours. Where a breach is likely to result
in high risk to the rights of individuals, the individual in question must

the breach notification
requirements of GDPR

also be notified.
██ Update security

Breach Notification Process

measures to protect against
high risk breaches.

Data breach has been
identified

Is the breach a risk to
individuals?

No

No notification is
required but the breach
must be documented

Yes

Advise the supervisory
authority within 72
hours of identification

Is the breach a highrisk? It will not be high
risk if encrypted

No

No further notification
is required

Yes

Affected data subjects
must be notified

22
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Level of Change: Moderate

Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation

Breach notifications are dependent on

The GDPR outlines that controllers have a

member state law.

mandatory obligation to report a data
breach within 72 hours. Where a breach is
likely to result in high risk to the rights of
individuals, the individual in question must
also be notified.

23
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TRANSFERS OUTSIDE THE UNION

CHECKLIST

The GDPR forbids the transfer of a persons data outside of the Union

██ Review current transfers

unless certain requirements are met.
The obligations outlined by this new regulation are broadly the same as

and determine whether they
are justified under the new

though outlined in the Directive. However, the GDPR introduces
additional mechanisms, including approved codes of conduct and
certification schemes.
The GDPR also prohibits any non-EU court, tribunal or regulator from

regulations.
██ Consider implementing
a model contract to provide

ordering the disclosure of personal data from EU company unless it
requests such disclosure under an international agreement.
The regulation also allows for minor transfer exemption of personal
data outside the Union in certain situations.

general justification for the
transfer of your data outside
the Union.

Justifications for transfers outside the Union
1. Consent:
Transfers outside the union can be undertaken with the explicit
consent of the data subject in question.
2. Model Contracts:
Personal data can be transferred where both the importer and
exporter enter into model contracts. The regulation also removes
the need to obtain permission from a supervisory authority.
3. Codes of Conduct:
Transfers to areas outside the Union are possible if the importer
has signed up to suitable codes of conduct or obtained appropriate
certifications.
4. Specific Jurisdictions:
When a jurisdiction outside the union has adequate data protection
law, a transfer of personal data is possible. These jurisdictions have
essentially equivalent laws to those of the regulation.
5. Other justifications:
•

The transfer is necessary for the performance of a contract with
the individual or in the individuals best interest.

24

© eXpd8 Ltd. 2017 This material is for general information only and is not intended to provide legal advice.

•

A transfer is necessary for reasons of public interest (must be recognized under Union or
member state law.

•

A transfer is necessary for the exercise or defense of legal claims.

•

The data is from a public register.

Requirements for Minor transfer exemption
The regulation introduces a new exemption for minor transfers. The requirements for this exemption
include:
•

No other justification could be used

•

The transfer is a once off

•

Only limited data subjects are affected

•

There is a compelling interest overridden by the individuals’ interests

•

The risks have been assessed and safeguards applied

•

Supervisory authority and the affected data subjects have been informed of the transfer.

Level of Change: Moderate

Changes Introduced by GDPR
Data Protection Directive

General Data Protection Regulation
The obligations outlined by this new
regulation are broadly the same as though
outlined in the Directive. However, the
GDPR introduces additional mechanisms,
including approved codes of conduct and
certification schemes
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FINES & SANCTION

CHECKLIST

There will be significant penalties for non-compliance with the GDPR

██ Review your current

regulations. Fines of up to 4% of annual worldwide turnover or up to
€20 million, whichever is greater, may be imposed.

level of compliance and
ensure it is up to the level

A limited number of breaches will fall into the lower tier of infringement
are subject to a fine of up to 2% of annual worldwide turnover or

required under the GDPR

€10million, whichever is greater.

to avoid fines and

Supervisory authorities will also have a wide range of other powers at

sanctions.

their disposal. This includes the ability to demand information from
controllers and processors and the ability to carry out audits. The will
also have the power to issue warnings or reprimands, and the ability to
issue a temporary and permanent ban on processing.
An individual will also have the right to claim against a controller or
processor in court for both material and non-material damage.

██ Review current
insurance policies to
assess the extent of their
coverage in case of an
infringement.

Infringement subject to administrative fines up
to €20 million or 4% of global turnover
•

Negligence to the basic principles of processing, including
conditions for consent.

•

Negligence towards data subjects’ rights.

•

Disregards of the obligations under Member State laws.

•

Non-compliance with an order imposed by a supervisory
authority.

Infringement subject to administrative fines up
to €10 million or 2% of global turnover
•

Not obtaining consent to the processing of data relating to
children

•

Negligence to implement technical and organisational measures
to ensure data protection.

•

Where joint controllers fail to agree to their respective
compliance obligations.
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•

Failure of controllers and processors established in the EU to appoint a designated
representative.

•

Failure on processors to subcontract only with the prior consent of the controller and to process
data only on the controller’s instruction.

•

Negligence to document consent from data subjects.

•

Failure on controllers and processors to co-operate with supervisory authorities.

•

Neglect to implement technical and organisational measures.

•

Failure to report breaches within the required timeframe required by the GDPR.

•

Negligence to the conduct of privacy impact assessment where necessary.

•

Failure to the appointment a Data Protection Officer where required.

Supervisory Authority investigative powers:
•

To order the controller and the processor (or applicable representative) to provide any
information it requires for the performance of its tasks.

•

To carry out data protection audits.

•

To notify a controller or processor of any alleged infringement of the GDPR.

•

To obtain from a controller or processor access to all personal data and all information
necessary to perform its tasks.

•

To obtain access to any premises of controller and processor including data processing
equipment.

Supervisory Authority corrective powers
•

To issue warnings to controller or processor that intended processing is likely to result in
infringement of the GDPR;

•

To issue reprimands to a controller or processor where processing operations have infringed
provisions of the GDPR;

•

To order the controller or processor to bring processing operations into compliance with the
GDPR (with specific direction and time period if appropriate).

•

To order the controller to communicate a personal data breach to the data subject.

•

To impose a temporary or definitive limitation including a ban on processing.

•

To order the rectification, restriction or erasure of data or order a certification body not to issue a
certificate

•

To impose administrative fines
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Level of Change: High

Changes Introduced by GDPR
Data Protection Directive
Fines dependent on Member state laws.

General Data Protection Regulation
There will be significant penalties for noncompliance with the GDPR regulations.
Fines of up to 4% of annual worldwide
turnover or up to €20 million, whichever is
greater, may be imposed.

A limited number of breaches will fall into
the lower tier of infringement are subject to
a fine of up to 2% of annual worldwide
turnover or €10million, whichever is greater.

Supervisory authorities will also have a
wide range of other powers at their
disposal.
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THE ROLE OF
TECHNOLOGY
AND THE GDPR?

“Organisations
should undertake a
technology
functionality gap
analysis whereby
the technology

One of the key reasons for the existence of data protection laws is to

capabilities of a

regulate the ability of data controllers and processors to trample on the

business are

fundamental rights and freedoms of data subjects. Therefore,

assessed against

technology is one of the problems that GDPR is trying to solve.

the requirements of

However, despite being a problem for data protection, technology is
also part of the solution.

the GDPR.”

Although previous data protection regulations such as the Data
Protection Directive does deal with technology is some sense, the
GDPR’s focus on technology is much more explicit than its
predecessor. The GDPR provides real incentives for organisations to
engage in technological change.
Organisations should undertake a technology functionality gap analysis
whereby the technology capabilities of a business are assessed against
the requirements of the GDPR.

Current
Situation

Technological
Gap

GDPR
Requirements
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Ensuring the protection of Individual rights
As outlined earlier in the workbook, the core rights of individuals outlined by the GDPR include the ‘right
of access’, the ‘right to rectification’, the ‘right to be forgotten’, the ‘right to restrict the processing of their
data’, the ‘right of data portability’ and the ‘right to object’. Organisations much have the technological
ability to deal with a people who exercise their rights as outlined by the GDPR in relation to their
personal data.
These rights require an organisations technology to:
•

Connect individuals to their personal data

•

To categorise the data held by type and purpose of processing

•

Perform search and retrieval of requested personal data

•

The ability to redact and erase data

•

Enable the transfer of data from one technology stack to another.

The functions outlined about much also be protected by the appropriate security.
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TECHNOLOGY CAPABILITIES AND COMPONENTS
REQUIRED BY GDPR
The technology capabilities and component required by GDPR can be broken into five categories.
These categories consist of governance, identification, actions, analyse and security.

Govern
Case Management

Organizations will require a system to manage individuals’ requests,
complaints, and communications such a personal data breaches.

Control Management

The GDPR will also require a system to manage the control framework
for all elements of personal data.

Privacy Compliance

Organisations will be required to implement methods to manage data

Systems

protection impact assessments, to identify risk gaps and demonstrate
compliance and record data purpose.
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Identification
Data Discovery

It is important that all data within an organisation can be analysed to
identify personal data.

Data mapping

Systems will be required to tag all data related to an individual and can
outline how all the elements found link together.

Consent Management

GDPR requires organisations to demonstrate and manage all the
relevant consent provisions.
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Actions
Data Security

Organisations must ensure that they protect the personal data they hold
using encryption, pseudonymisation and other security technologies.

Data Maintenance

Systems to manage the quality of data will also need to be implemented
to help ensure GDPR compliance. These systems must be able to
update and amend data throughout the data lifecycle and must be able
to delete and suppress data as necessary.

Breach Response

Organisations require systems that will in real time detect, manage and
resolve data breaches e.g. identify breached data, identify impacted
users and notify all relevant parties.
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Analyse
Activity Monitoring

Organisations must be able to analyse how data is being accessed and
used and the legitimate interest and value derived from using the data.

Multi-Channel

Systems to manage and coordinate data that is coming from multiple

Management

channels.

Archive Management

Systems that can ensure that data is deleted in accordance with the
outlined retention policies.
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Security
Network Security

It is important that organisations have a comprehensive network and
cyber security procedures and systems in place.

Application Security

Organisations must ensure that all devices and applications that store
manage and process personal data are secure.

IT Infrastructure Security

Systems must be implemented to protect all IT infrastructure that is
used for data management, processing, storage and archiving.
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CHECKLIST
Wider Scope
 Determine whether your business falls within the scope of GDPR?
 Establish an internal team to put action steps in place to avoid being subject to the regulation.
 If your business is established outside the EU but falls within the scope of the regulation, identify
and appoint a representative in the Union.

Processors
 Update your current contract templates to include the new data processor obligations as set out
by the GDPR.
 Renegotiate your existing contracts to include these obligations.
 If you act as a processor, consider the implications of becoming directly subject to the
regulation. What liability are you willing to accept? What can be passed back to clients and
customers?

Privacy Notices
 Review all privacy notices and ensure compliance with additional requirements as set out by the
GDPR
 Identify the most effective way to inform individuals of your data processing activities.

Consent & Children
 Refresh existing consents now if they do not meet GDPR standards.
 Put in place processes to record and deal with the withdrawal of consent.
 If applicable, ensure the appropriate parental consent mechanisms are implemented
 Ensure notices are prepared in a child-friendly manner and that there is legitimate interest for
obtaining personal data from children.

Increased Individual Rights
 Assess what it will mean for your business if an individual exercise these rights against you and
assess how you would react if someone requests to have their data deleted
 Discard personal data that is not being used.
 Set up a process to capture, record and act on those requests.
 Develop template responses to deal with customers who exercise any of the above rights.
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Accountability
 Create and maintain a record of the processing you are carrying out.
 Include a privacy impact assessment where “high-risk” processing is carried out.
 Determine whether you need to appoint a data protection officer and if so develop a job
specification for the role and appoint someone to that role.

Breach Notifications
 Develop an internal breach notification procedure that is in line with the breach notification
requirements of GDPR
 Update security measures to protect against high-risk breaches.

Transfers outside the union
 Review current transfers and determine whether they are justified under the new regulations.
 Consider implementing a model contract to provide general justification for the transfer of your
data outside the Union.

Fines and Sanctions
 Review your current level of compliance and ensure it is up to the level required under the
GDPR to avoid fines and sanctions.
 Review current insurance policies to assess the extent of their coverage in case of an
infringement.

37

© eXpd8 Ltd. 2017 This material is for general information only and is not intended to provide legal advice.

FitzGerald
SO LI C I T ORS
6 La pps Quay Cork
telephone 021 4279800
fax 021 4279810
email l a w @fitzsols.com
web www.fi tzsols.com
DX 2071 Cork

© eXpd8 Ltd. 2017 This material is for general information only and is not intended to provide legal advice.

38

PHILIP O’LEARY
SEAN O’RIORDAN
NOEL DOHERTY
SINÉAD McNAMARA
------------------------------PATRICIA HYNES
ANNETTE SHEEHAN
MELANIE EVANS
BREDA SHEAHAN
EMMA GOLDEN
HELENE O’DONOVAN
RORY DUNNE
ROSE MURPHY
------------------------------SHANE McCARTHY
Consultant

